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1
Decision/action requested

It is requested to approve the proposed content in clause 8.1.2.2, related to AS SMC, in TS 33.501. The content of the contribution is about algorithm selection and activation of only the control plane, i.e., RRC (meaning that user plane aspects are not covered).
2
Rationale
It is necessassry to standardize algorithm selection and activation of the control place traffic, i.e., the RRC, in TS 33.501, corresponding to the Clause 7.2.4.2.1 in TS 33.401.
To that end, the agreements made in SA3#88 which were captured by S3-172164 (Agreements and open issues on Radio Access network protection) are relevant. The agreements related to RRC are as follow (proposals are numbered to enable referencing):

	RRC security

Proposal 1: RRC security can be neogtiated indpendently of user plane security. 
Proposal 2: RRC security will be same as in LTE.
Algorithm selection

Proposal 6: the gNB selects the DRB and SRB algorithms.


RRC security includes (1) algorithm selection for confidentiality and integrity protection, as well as (2) activation of confidentiatlity and integirty protection. 

Both #(1, algorithm selection) and #(2, activation) are being proposed in the following pCR respecting the Proposal1, the Proposal2, and the Proposal6. 

It is also to be noted that algorithm selection and activation of UP security are not in the scope of this contribution.
3
Detailed proposal

Changes are proposed below. The corresponding clause in TS 33.401 is Clause 7.2.4.5.
*** BEGIN CHANGES ***
8.1.2.2
AS security mode command procedure

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.5, which is about AS security mode command procedure.
Editor’s Note
: Further updates to description and figure in this clause, according to agreement on user plane algorithm selection and activation, are FFS.

The AS SMC procedure consists of a roundtrip of messages between gNB and UE. The gNB sends the AS security mode command to the UE and the UE replies with the AS security mode complete message. See figure 8.1.2.2-1.

The AS security mode command message from gNB to UE shall contain the selected AS algorithms. This message shall be integrity protected with RRC integrity key based on the current KAMF. 

The AS security mode complete message from UE to gNB shall be integrity protected with the selected RRC algorithm indicated in the AS security mode command message and RRC integrity key based on the current KAMF. 
RRC
 downlink ciphering (encryption) at the gNB shall start after sending the AS security mode command message. RRC
 uplink deciphering (decryption) at the gNB shall start after receiving and successful verification of the AS security mode complete message. 

RRC
 uplink ciphering (encryption) at the UE shall start after sending the AS security mode complete message. RRC
 downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the AS security mode command message. 
If any control of the AS security mode command is not successful in the UE, the UE shall reply with an unprotected security mode failure message (see TS 38.331[a]).

AS SMC shall be used only during an initial context setup between the UE and the gNB (i.e., to activate an initial KgNB at RRC-IDLE to RRC-CONNECTED state transition). 

NOTE: Derivation of a KgNB at RRC-IDLE to RRC-CONNETED state ensures that AS SMC establishes a fresh KgNB. Consequently, the PDCP COUNTs can be reset to zero.

AS SMC shall never be used after an AS security context has already been established between the UE and the gNB (i.e., to change AS security algorithms during a RRC-CONNECTED state).
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Figure 8.1.2.2-1: AS security mode command setup procedure 
*** END OF CHANGES ***
�Attn!.


�It was "RRC and UP" in TS 33.401.


��It was "RRC and UP" in TS 33.401.


��It was "RRC and UP" in TS 33.401.


��It was "RRC and UP" in TS 33.401.


33.401 said "�AS security mode command always changes the AS keys." That text was confusing and unclear. We tried to make it clear.
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